Trust-based Scheme for Alert Spreading in VANET  by Ltifi, Amel et al.
 Procedia Computer Science  73 ( 2015 )  282 – 289 
1877-0509 © 2015 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of organizing committee of the International Conference on Advanced Wireless, Information, and Communication 
Technologies (AWICT 2015)
doi: 10.1016/j.procs.2015.12.031 
ScienceDirect
Available online at www.sciencedirect.com
The International Conference on Advanced Wireless, Information, and Communication 
Technologies (AWICT 2015) 
Trust-based Scheme for Alert Spreading in VANET 
Amel Ltifi a, Ahmed Zouinkhi b, Mohamed Salim Bouhlel a
a Research Unit: Sciences and Technologies of Image and Telecommunications, Higher Institute of Biotechnology of Sfax-Tunisia 
b Research Unit: Modeling, Analysis and Control of Systems, National Engineering school of Gabes-Tunisia 
Abstract 
Currently, serious investigations are made now in road security as a critical research domain. However, the majority of them are
based on expensive infrastructure. In this paper, we propose a new scheme for warnings spreading between vehicles without any 
dependence on road foundation. A new concept of Active vehicle that combines the power of the intelligence ambient and the 
V2V technologies is introduced. For alert endorsement, we suggest a new model for trust management for VANET based on only 
the cooperation between “Active vehicles” in order to enhance their security states and to cut with the spread of false warnings
through a vehicular network. 
© 2015 The Authors. Published by Elsevier B.V. 
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1. Introduction 
Road safety is the purpose of many researches and projects over the world, given the huge number of deaths and 
accidents [1]. VANET is a set of vehicles. Each vehicle can communicate with other vehicles using DSRC 
(Dedicated Short Range Communication) technology (5.9 GHz) that supports ranges of up to 1 KM [2]. Currently, 
VANET is the principal element in most current suggestions aimed to enhance driving conditions. Intelligence 
ambient and ubiquitous computing are new challenging technologies that can be used among VANET applications 
[3]. Many technical disputes are addressed by the researchers for the dissemination and large use of VANETs. These 
disputes are tackled by several projects. FleetNet is one of these projects [4]. Its main aim is to build up applications 
for V2V communication. Network on Wheels (NoW) [5] and CarTALK2000 [6] are others outstanding projects for 
road safety. Car-to-Car Communication Consortium (C2C-CC) [7] is an industry Consortium supervising VANET 
research domain in Europe. It attempts to develop standards for vehicle to vehicle and vehicle to infrastructure 
communications [8]. Immense studies have also been done on the improvement of road safety mechanism [9], such 
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as collision avoidance [10], alert message spreading [11] and traffic management [12]. Therefore, many suggestions 
are found for the reliability of messages. However, few studies are addressing the evaluation of trustworthiness of 
transmitted warning messages between vehicles. 
Researchers in [13], [14] and [15] suggested some possible solutions for trust management used in MANET. 
These methods use historical records or reputation data for trust management. Therefore, applying MANET’s 
traditional solutions is not suitable for VANET in the absence of stored past information. Nowadays, many research 
projects like NoW [5] and Safespot [16] are interested in the intuitive communication between vehicles (V2V) or 
between vehicles and roadside infrastructure (V2R). 
Throughout this work, we have implemented a new communication protocol between vehicles. The main aim of 
this protocol is to attribute to each vehicle on the road a trust value reflecting its behavior and its contribution in the 
spread of critical information among peers. This trust value is used to evaluate the trustworthiness of transmitted 
warning messages in dangerous states. Therefore, a trust model is created and updated throughout vehicles 
communication. Each vehicle has a role in the trust management system. The group leader is a particular vehicle. It 
performs some tasks of the trusted authority by managing trust values of the group members and by verifying the 
validity of alarm messages transmitted in the group. The aim of this protocol is to help vehicles to make the right 
decision about the trustworthiness of received alert messages. 
The rest of the paper is organized as follow: First, the second section introduces the model design of the 
suggested scheme and it describes each component of the solution. We dedicated the third part for model evaluation. 
Finally, a brief summary of the work is included in the conclusion. 
2.  Component-based architecture for the system 
The proposed Self-Organized Trust Management system contains four principal modules as depicted in figure 1. In 
this section, we will explain the roles of these four modules and the interaction between them. 
    Fig.  1 Model design 
2.1. Communication module 
When a VANET application uses only the communication mode V2V, there is zero dependence to the 
infrastructure. There is no need to the Road-Side-Units (RSUs) or any other outside infrastructure. This kind of 
application is very close to ad-hoc networks. In this situation, vehicles manage themselves the traffic state. The V2V 
uses for network connection the standard IEEE 802.11p specification [17]. The 802.11p is an approved variant of 
the standard 802.11 used for Wi-Fi. The used band of spectrum is between 5.85GHz and 5.925GHz. 
Figure 2 illustrates the vehicles organization on the road. For each community of vehicles, there is a group leader 
that has the role of a trusted authority as depicted in figure 2. There are two types of links between vehicles: Unicast 
link and broadcast link. 
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2.3. Enhancement cooperation module 
Our enhancement cooperation approach is inspired by "Neighborhood WatchDog" [22] solution. In the proposed 
cluster-based trust management system, the GL plays the role of the watchdog. It detects the misbehaved vehicles 
and it eliminates them from the group when it is necessary. It has a list of all vehicles members in the group. Each 
entry in the list contains the Id of a vehicle, its address, its TV value and its CC value. These two counters are 
updated according to the vehicle acting way in warnings transmission sessions. 
a. Exchanged messages 
Active vehicles exchange a list of messages between them in order to manage their security state in the absence 
of a trusted authority. Due to the suggested model, only valid emergency messages are transmitted. Any other false 
warning is detected and the misbehaved vehicles are eliminated. The exchanged messages are: 
- The «HELLO» packet: the first packet sent periodically on broadcast by a vehicle aimed to enter to the 
secured community until the receipt of the « AckHELLO » packet. This periodic control packet is used to 
maintain a continuous connectivity between the vehicle and the GL and between the vehicle and its 
successor.
- The «AckHELLO» packet: sent by the leader to a vehicle V as a response to the « HELLO » packet. 
The vehicle V registers the address of the leader to be used in the communication. 
- The “theSUCC” packet: is the response to the “HELLO” packet sent by a vehicle V when it is received 
by the successor of V. 
- The « GRE » packet : sent periodically by each vehicle to the leader after receiving an « AckHELLO » 
from the leader; 
- The «WARNING» packet: contains some information on an alarm event, it is sent by the vehicle that 
detects the alarm state to the leader to be verified and registered. 
- The “IsTRANSMITTED” packet: sent to the leader by a vehicle after transmitting the alarm packet to 
another vehicle. It contains the Id of the source, the Id of the destination, the Id of the warning packet and 
the transmission time of the alarm packet. The Id of the warning packet is a unique identifier assigned to 
each launched warning to distinguish between different warning transmission sessions. 
- The «AckWARNING» packet: sent by the leader to the vehicle that has detected the alert state. It 
designs that the leader accepts the warning message received after verifying the trust model registered on 
its database. 
- The «ALARM» packet: it contains a hashed and encrypted warning data, exchanged between 
intermediated neighbors. 
- The «ALARMFromBROADCAST» packet: it contains the warning message, sent on broadcast by the 
leader and by each intermediate vehicle receiving an “ALARM” packet. The trustworthiness of this packet 
is not guaranteed. But, it aims to increase the number of vehicles receiving the warning message. 
- The «CONFIRM» packet: sent to the leader by each vehicle after receiving an « ALARM » packet in 
order to verify its validity. 
- The «VALIDATION» packet: sent by the leader as a response to the « CONFIRM » packet. It means 
that the leader confirms the validity of the « ALARM » packet. 
- The «CorrVALIDATION» packet: After receipt of the “CONFIRM” packet and when the leader 
discovers that the « ALARM » packet has been changed, then the leader would send the original alarm data 
that are stored in its buffer to prevent spread of erroneous messages.
- The «ERROR» packet: sent by the leader to a vehicle to stop the spread of the « ALARM » packet. 
b. Warning transmission session 
The warning transmission session begins when a vehicle S detects an obstacle or an accident and it decides to 
inform other vehicles about it. Therefore, the vehicle S sends a WARNING message to the GL that verifies its 
validity according the TV of the vehicle S. When it is validated by the GL, the vehicle S sends an ALARM message 
to its successor. The successor sends a CONFIRM message to the GL to validate or not the information received in 
the ALARM message. In the validation case, the ALARM message is transmitted to the vehicle Vi+1 the successor of 
the vehicle Vi. Figure 3 shows the exchanged messages in a normal transmission session where all contributor 
vehicles are well-behaved. Where there is an abnormal behavior, many scenarios are possible. In this case, the 
warning transmission session is interrupted by the GL. 
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Fig.  4 Authentication and signature verification
We used the statistics module provided by the NS-3 simulator to generate the graph illustrated by figure 5 for an 
average delay. The end-to-end delay calculated by the statistics module, provided by the NS-3 simulator, is the 
difference between the reception time of a packet and its sending time between two nodes. In order to illustrate the 
impact of vehicles speed in the end-to-end delay and evaluate our obtained results, figure 5 contains three graphs for 
three different speeds (29 km/h, 60 km/h and 90 km/h), which were compared to results obtained by an 
infrastructure based authentication approach for VANET described in [32]. The simulation results proved that the 
network overhead introduced by our suggestion for three different speeds is well under the overhead introduced by 
the approach presented in [32] that ensures only a part of functionalities provided by our model. The majority of 
existing strategies for road safety are based on road infrastructure even new suggestions [33]. The comparison with 
[32] aims to move new strategies toward to self-organized trust management systems giving the huge difference 
between end-to-end delays in based infrastructure approach and non based infrastructure approach. 
According to figure 5, the overhead introduced by our protocol is under the threshold fixed by the DSRC [34] 
that is 100 ms, although, this overhead is caused by messages sent periodically to maintain the linkability between 
vehicles (ex. the GRE packet). And, it can be reduced by studying and measuring the impact of the periodic time of 
such a control packet on the network delay in order to obtain the lowest overhead. 
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